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Privacy Policy 

Staub Lab Services (herein referred to as “the Firm”) is committed to maintaining the privacy and 

security of all personal and confidential information related to our customers, staff, and administrative 

staff. This Privacy Policy outlines our practices regarding the creation, collection, use, transmission, and 

protection of personal identifiable information (P.I.I.). 

1. P.I.I. Defined 

P.I.I. means any information, including sensitive data, that, on its own or in combination with other 
information, is linked or reasonably linkable to an identified or identifiable individual. A non-exhaustive list 
of examples of P.I.I. are: a full name; Social Security Number; date of birth; work authorization status; 
employment, education, and training history; home address; phone number; email address; bank account or 
other information that may be used for payroll purposes; driver’s license number; past, present, or future 
physical or mental health information, information about the provision of health care or treatment to the 
individual, or information about the past, present, or future payment for the provision of health care or 
treatment to the individual (including but not limited to medical records; billing information; and 
conversations about patient care); and biometric data such as fingerprints or other unique biological pattern 
or characteristic. For example, P.I.I. may relate to a member of the Firm’s administrative staff or other staff 
or to the Firm’s customer or the customer’s employees, agents, or patients. 

2. Confidentiality and Security 

The Firm preserves the confidentiality and security of information related to customers and staff. We 

treat all P.I.I. with strict confidentiality. 

3. Limited Access 

P.I.I. is collected and used by the Firm only for legitimate business purposes, including administrative, 

legal, and operational reasons or obligations. All Firm administrative staff and other staff have a 

responsibility to protect the confidentiality of P.I.I. However, access to P.I.I. is restricted to 

administrative staff who require it to onboard staff, manage credentials and education, verify 

employment details, oversee payroll and benefits, assigning staff to customers, and support leadership 

in related functions. Administrative staff with authorized access to P.I.I. have a responsibility to follow 

all current data security best practices, including but not limited to accessing P.I.I. only when necessary 

for performing job duties; keeping P.I.I. confidential and secure; not sharing P.I.I. in public or in other 

unsecure environments (in-person or electronic); not disclosing P.I.I. to unauthorized individuals; using 

Firm-protected devices/systems or another Firm-approved secure method to store and transmit P.I.I.; 

and reporting any suspected breach or unauthorized access of P.I.I. immediately to the Firm.  

4. Disclosure of P.I.I. 

To the extent allowed by applicable federal and state law and regulation, the Firm may share P.I.I. with its 
contractors, including any third-party service providers, or the Firm’s customers for legitimate business 
purposes, including administrative, legal, and operational reasons or obligations. P.I.I. will be made available to 
the Firm’s agents or customers who have a legitimate need to know the information for business purposes. 
When required by HIPAA or other applicable law or regulation, the Firm will secure or execute a Business 
Associate Agreement when sharing or receiving confidential information protected by HIPAA with third parties. 
The Firm, through its designated administrative staff or management, may also use the P.I.I. as the Firm 
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believes is necessary or appropriate: (a) to comply with or pursuant to applicable law or regulation, (b) to 
comply with a court order, subpoena, or other legal process, (c) to cooperate with or respond to requests from 
public or government authorities, (d) to protect the Firm’s legal rights and operations or the rights, privacy, 
safety, or property of the Firm, its employees, or others, (e) to allow the Firm to pursue available remedies or 
limit the damages that it may sustain, (f) to allow the Firm to investigate, establish, exercise, prepare for, or 
defend legal claims, or (g) to prevent, detect, or respond to security incidents, identity theft, fraud, 
harassment, malicious or deceptive activities, or any illegal activity. The Firm will not sell any P.I.I. 

5. Data Retention 

The Firm will retain P.I.I. for as long as needed or allowed in light of the purpose(s) for which it was 
obtained. The criteria used to determine our retention periods include but are not necessarily limited to 
retention: (i) consideration of the duration of the applicable relationship (for example, as to Firm staff, the 
duration of employment); (ii) as required by a legal obligation to which the Firm is subject; or (iii) as needed 
or advisable to address corporate, compliance, litigation, and other legal rights and obligations (such as but 
not limited to considerations regarding applicable statutes of limitations or regulatory or administrative 
investigations or proceedings). 

6. Access, Correction, and Requests 

Any individual whose P.I.I. is in possession of the Firm may request to access, review, or update their P.I.I. in 
the Firm’s files or systems, which request the Firm will honor to the extent allowed by applicable law or 
regulation. The Firm encourages those individuals to promptly update their P.I.I. if it changes or is 
inaccurate. To the extent allowed by applicable law or regulation, an individual may request the Firm to (a) 
provide access to their own P.I.I. that the Firm collects and retains, (b) modify or suppress their own P.I.I. 
collected or retained by the Firm, (c) restrict its processing of or stop using and/or delete such P.I.I., and/or 
(c) transfer such P.I.I. to that individual or another individual or entity, to the extent technically feasible. The 
individual must contact the Firm by notifying Ashley Olson, CEO, with any requests under this Policy. When 
requesting the exercise of any rights under this Policy or applicable law or regulation, the Firm may require 
specific information from the requestor individual to be able to confirm their identity and, accordingly, 
authenticate, verify, and respond to such requests. If the Firm is unable to authenticate a request using 
commercially reasonable efforts, the Firm may not be able to respond to the request and, in that event, the 
Firm may request the requestor individual to provide additional information reasonably necessary to 
authenticate identity and the request. Certain P.I.I. may be exempt from access, restriction, correction, 
suppression, processing restriction, deletion, or transfer rights under applicable law or regulation. The Firm 
may retain a business record regarding any request under this Policy, to the extent allowed or required by 
applicable law or regulation. 

7. Policy Communication and Review 

The Firm communicates this policy to all customers, staff, and administrative staff. It is reviewed 

annually at minimum and upon any incident involving a privacy or security breach. Any updates are 

implemented immediately, and all affected parties are notified without delay. 

8. Breach Response 

All suspected breaches of unauthorized use, access, or disclosure of P.I.I. must be reported immediately 

to the Firm by notifying Ashley Olson, CEO, who serves in the role as Privacy/Security Officer for the 

Firm. The Firm will investigate all suspected breaches by taking steps the Firm deems appropriate, 

which may include interviewing Firm administrative staff or other staff who may have knowledge of 
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the alleged violation and collecting and reviewing any documentation from the Firm that relates to the 

alleged violation. A failure to report a suspected or actual breach may result in disciplinary action. 

Whether a “breach” has occurred and any required next steps will depend on the Firm’s analysis of the 

applicable federal and/or state laws and regulations to the situation. In the event of a breach, all 

relevant administrative staff are engaged to identify the cause, implement a resolution promptly to 

mitigate any harmful effects that the Firm knows of resulting from the breach, and, if necessary, apply 

temporary safeguards until a permanent fix is in place. Any impacted customers or staff are informed 

without unreasonable delay, and in no case later than 30 days after the date of discovery of the breach, 

and updated throughout the resolution process. The Firm will comply with all requirements under 

applicable federal or state law or regulation in the event of a breach.  

9. Consent for P.I.I. Collection 

The Firm obtains explicit consent from customers and staff prior to collecting P.I.I., which is used solely 

for business purposes such as securing customer engagements and placing, onboarding, and supporting 

staff. These consents are stored securely and updated as needed, particularly following any policy 

revisions. 

10. Data Protection Measures 

The Firm protects all P.I.I. through multiple safeguards, including but not limited to: 
- A secure and encrypted CRM system for data management. 
- Annual training for all administrative staff on current data security best practices. 
- Avoidance of transmitting P.I.I. via unsecured channels such as chats or text messages. 
- Regular backups to a secure, separate server provided by the Firm’s CRM. 
- Mandatory use of multi-factor authentication (MFA) for all system access to prevent 

unauthorized entry. 

- Secure disposal procedures for any data whose corresponding applicable retention period has 

expired. 

11. Applicable Law 

The Firm endeavors to comply with the privacy legislation within each jurisdiction in which the 

Firm operates, if it is applicable to the Firm and the circumstances involved. Sometimes the 

privacy legislation and/or an individual’s right to privacy are different from one jurisdiction to 

another. Practices relating to P.I.I. will be guided by what is permitted or required under 

applicable law and/or regulation. 

12. Enforcement 

Violations of this Policy may result in disciplinary action, up to and including termination of 

employment, and legal consequences under applicable privacy laws or regulations. 

13. Changes to the Policy 

The Firm reserves the right to amend this Policy at any time in order to address future 

developments in applicable law or regulations or changes in industry or legal trends. The Firm 

will issue any revised Privacy Policy to all its administrative staff and other staff.  
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Employee Acknowledgement 

 I have received, read, and understand the Privacy Policy of Staub Lab Services (herein referred to as “the 
Firm”). I will do my best to abide by the Privacy Policy and other rules, policies, and procedures of the Firm.  
I recognize that the Firm reserves the right, from time to time, to amend the Privacy Policy.   

 
 I understand that, from time to time, I may voluntarily give my own personal identifiable information 

(P.I.I.) to the Firm in the course of my employment. I understand that P.I.I. is collected and used by the Firm 
only for legitimate business purposes, including administrative, legal, and operational reasons or obligations, 
in regard to my P.I.I. as well as P.I.I. of other staff, administrative staff, or customers. I understand and agree 
to the Firm’s collection, use, transmission, and protection of my P.I.I. in accordance with the Privacy Policy 
and applicable federal and state laws and regulations. 

 
 I understand that the Firm restricts access to P.I.I. to only those administrative staff that have a need-to-

know basis under the circumstances. I am aware that during my employment, confidential information, 
which may include P.I.I., may be made available to me, depending on the circumstances. I understand that 
all P.I.I. must be treated with strict confidentiality in a manner that follows the Privacy Policy, any other 
applicable Firm rules, policies, training, or procedures, and all applicable federal and state laws and 
regulations. In the event of termination of employment, whether voluntary or involuntary, I hereby agree 
not to utilize or exploit this information with any other individual or company to the extent prohibited by 
applicable federal or state law or regulation.  

 
 I understand that the Firm will retain my P.I.I. and other P.I.I. for as long as needed or allowed in light of the 

purpose(s) for which it was obtained. I understand that, to the extent allowed by applicable federal and 
state law and regulation, the Firm may share my P.I.I., and other P.I.I., with its contractors, including any 
third-party service providers, or the Firm’s customers for legitimate business purposes, including 
administrative, legal, and operational reasons or obligations.  

 
 I understand that the Firm, through its designated administrative staff or management, may also use the 

P.I.I. as the Firm believes is necessary or appropriate: (a) to comply with or pursuant to applicable law or 
regulation, (b) to comply with a court order, subpoena, or other legal process, (c) to cooperate with or 
respond to requests from public or government authorities, (d) to protect the Firm’s legal rights and 
operations or the rights, privacy, safety, or property of the Firm, its employees, or others, (e) to allow the 
Firm to pursue available remedies or limit the damages that it may sustain, (f) to allow the Firm to 
investigate, establish, exercise, prepare for, or defend legal claims, or (g) to prevent, detect, or respond to 
security incidents, identity theft, fraud, harassment, malicious or deceptive activities, or any illegal activity. 

 
 I understand that if I suspect any breach of the Privacy Policy, I must immediately report it to the Firm by 

notifying Ashley Olson, CEO. I understand that a failure to report a suspected or actual breach of the Privacy 
Policy may result in discipline action against me. 

 
 I understand that any questions I have about the Privacy Policy should be directed to Ashley Olson, CEO. 
 
Date:  _____________________________ 
 
Employee's Signature: _______________________________________________________________________________________ 

 
Employee’s Printed Name: __________________________________________________________________________________ 


